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“Imagine that a student could get a 

digital credential from her cell 

phone provider and another one 

from her university and use either 

of  them to log in to her bank” 
Howard Schmidt, 2011

Identity of course is one of the inherent currencies of humanity.  It’s 
something that we hold dear, take for granted, and experience instinctively.  
But like much of the human condition, our regular experience of identity 
doesn’t carry over perfectly into cyber space.  We have made a bit of a mess 
of the “analogue to digital” conversion.  One problem is that our intuitions 
about digital identity are imperfect.  Identity federation is without doubt an 
important response to the chaotic and ad hoc authentication that has emerged 
in cyberspace but federation is too often shaped by flawed intuitions. 
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At least three major federated identity projects 
in Australia have been discontinued for 
their sheer complexity (I will explore the
flaws in the classic business case later)

• IIA 2FA Scheme

• Trust Centre

• MAMBO
Promising start-ups and products 
similarly have failed. If Microsoft 
could not succeed with CardSpace,
as exemplar of the Laws of Identity then 
something is wrong with the foundations

• Sxipper

• CardSpace

Harder than it looks
Too many federated identity programs fail

Successful identity federations: 

monocultures

The great majority of successful identity federations are 
PKI–based and sector-specific; that is, they are two-fold 
monocultures.  This in itself is no bad thing, but it does 
point to inherent  challenges in sustainability of techno-
logically heterogeneous, cross-sector identity frameworks. 

• US Federal PKI

• SAFE BioPharma

• Australian Access Federation (tertiary ed)

• BankID (Scandinavian banks plus govt)
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Problem: Legal novelty

S RP

Broker

S RP

Before After

The business case for at least two large federated identity projects in Australia was a 
simple before-and-after schematic.  The problem statement was depicted as the profusion 
of bilateral arrangements that subsist today between Subjects and Relying Parties.  The 
solution was shown as a much simpler system of multilateral arrangements brokered by a 
central authentication hub.  But this reasoning compares apples and oranges. 

Legal novelty cont.

S RP

Broker

S RP

Before After

The flaw in this business case is that the multilateral arrangements on the right are more 
complex and more weighty than the simple bilateral ones on the left.  The sheer legal novelty of 
brokered identity verification means that fresh analysis is needed by parties before they can 
participate, adding to the total cost.  Some RPs will not be able to accept the new way of doing 
things and will maintain their old bilateral relationships.  It is not possible to say that reducing 
the absolute number of contracts through federation will in and of itself reduce the total cost, 
without knowing what the precise cost of the legal work really is. 
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Internet Industry Assoc. 2005

“We’ve never seen any-

thing like this before”
Legal counsel for IdPs, RPs

The proof that the “after” picture in the simple 
schematic business case is more expensive than it looks 
came out of the Australian Internet Industry 
Association’s attempted federation of 2FA providers.  
This project commissioned a reputable law firm to 
draft participation agreements for IdPs and RPs (and 
Lockstep designed the technical architecture). 
Template agreements were tabled with management at 
retailers, airlines, financial institutions, government 
agencies and so on, all of whom had signed an MOU 
committing to the project.  Yet several legal counsel 
responded that while they understood what we were 
trying to do, they had no experience in such a novel 
form of agreement, and they could not tell how long it 
would take to negotiate.  Commercial lawyers are 
unaccustomed to unusual contracts; the time & 
expense of negotiating such proposals are unbounded. 

Where did they all come from?  The very variety of authenticators begs an ecological 
sort of explanation. As with natural speciation, different authentication mechanisms 
have probably evolved in response to different environmental pressures. 

If the Martian identerati were to come to Earth, the first thing they’d notice 
would be the great profusion of authentication mechanisms … 
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Identity is memetic

The concept of memetics spun out of the ideas of evolutionary biologist Richard Dawkins, who 
coined the term “meme” meaning an inherited unit of human culture, analogous to the gene.   

Digital Identities can be unpacked into discrete technology and business traits or memes.  Examples 
include registration process, evidence of ID, user interface, the physical form factor, number of 
authentication factors, algorithms, key lengths, liability arrangements and so on. The nature of these 
memes range from strict standards imposed by regulators, through to conventions or simple habits 
for identifying people.  All of these memes relate to risk management, and each of them shifts more 
or less gradually over time as local risk environments change.  For example, key length has increased 
steadily in response to the growing risk of brute force attack.  Certain memes stabilise at different 
rates in different ecosystems; for example, in government, the hash algorithm SHA-1 has been 
widely superseded by SHA-256, but the new meme is slower to take hold in commerce because a 
different mix of environmental pressures applies, like affordability and legacy interoperability. 
Security tactics like Two Factor Authentication can jump ecosystems: retail banking got the idea of 
2FA from enterprise security at high tech companies.  

Basel II

HIPAA

HSPD-12

FTRA

AML/CTF

PIV

PIV-I

`
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1024

2048

4096
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Silos are NICHES!
This ecological mindset might lead to a more generous understanding of the dreaded identity 
silos.  We can see them now as ecological niches in different ecosystems, like banking, retail and 
government. And we might temper some of the grander expectations of the new identity 
frameworks.  We should probably be more sceptical about the prospects of taking an identity like 
a student card out of its original context and using it in another such as banking.*

It’s a lot like taking a saltwater fish and dropping it into a fresh water tank. 

As MIT’s Dazza Greenwood said in 2002: All identity is ‘local’. The further away from a pre-specified 
business context an identity credential becomes, the less valuable it is.

* Ref: http://www.whitehouse.gov/blog/2011/01/07/national-program-office-enhancing-online-trust-and-privacy. 

Silos are NICHES!

Security 

Fraud

Privacy

Convenience

Accessibility

Basel II, KYC, AML/CTF

Professional standards 

Electronic Verification 

Single view of customer

Security 

Fraud
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Accessibility
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Electronic Verification 

Single view of customer

Selection pressures in 

existing ecosystems
The ecological frame illuminates that different selection pressures affect different business 
environments.  Identity memes evolve over time within existing ecosystems and niches. 
Examples of selection pressures include fraud trends, privacy, convenience, accessibility, 
regulations (like Basel II, KYC rules, AML, HIPAA & HSPD-12), professional standards, 
and disruptive new business models like branchless banking demanding new methods for 
electronic verification of identity. Before we expend too much effort building artificial 
new identity ecosystems, we should pay attention to existing business ecosystems. 

Banking 

Retail 

Employment

Corporate regulations

Tertiary education

Healthcare

The professions
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LOA 1 LOA 2 LOA 3 LOA 4

Organisms evolve over time to suit very particular ecological niches; species usually struggle when 
moved suddenly from one local environment to another.  

Federated Identity often fails to account for the specialisation of evolved identities.  As we’ve seen, the 
‘fine print’ around high assurance identities (with regards to liability arrangements for instance) can mean 
they simply break when applied outside their original contexts.  In Australia, we found it’s much harder 
than expected to get bank-issued identities to interoperate even with other banks, which indicates how 
very specific these identities are, despite their superficial similarities.  

Consider that all fish look pretty much alike.  So imagine for a moment trying to establish just four 
artificial aquaria representing archetypal aquatic environments, say freshwater stream, tidal estuary, coral 
reef and deep ocean.  No matter how hard we try to design the aquaria, only a very few fish would 
actually do well in any of them.  And artificial habitats hosting unusual mixtures of organisms 
require constant care and intervention to stave off collapse. 

Drop down a level

Relationships

Identities

Assertions / Claims

Presentation

Transport 

Deeper network layers

Digital Identity might be conceptualised 
in an OSI-like stack.  Each identity is  a 
proxy for an individual in a relationship, 
and is built from an ensemble of 
assertions (aka attributes or claims) 
relevant to the relationship. In 
sophisticated open IdM schemes, each 
attribute is presented via protocols like 
OAuth, OpenID Connect, SAML and 
XACML, and transported via security 
primitives like JWK and X.509.  

Identity Management to date has focused 
at the highest level on the sharing of 
abstract identities, as if each identity is a 
thing.  It could be more fruitful to drop 
down a level, and deal instead with 
concrete assertions, like name, date of 
birth, professional qualifications, 
residential address, account numbers etc. 



Lockstep Consulting & Lockstep Technologies 

Copyright © Lockstep Consulting 2012-13
Lockstep Reengineering Identity CIS 2013 (1.2.1) Annotated Slides 8

0%

20%

40%

60%

80%

100%

A1

A2

A3

A4

A5

A6

Sequencing identity 

into assertions 

Identity Provider
A1 Given name 90% A4 Gender 35%

A2 Address 90% A5 Qualifications 25%

A3 DOB 90% A6 Residency 25%

It’s common these days to hear about the “identity 
spectrum”, ranging typically from anonymity through 
socially verified to ‘fully’ verified authentication.  It’s 
good to acknowledge a plurality of identity, but the 
spectrum metaphor is too one dimensional. Here’s a 
richer visualisation of the multi-facetted requirements 
that each Relying Party has vis a vis the personal details 
of a Subject that are relevant to them. 

Consider hypothetically that there are six attributes of 
potential interest to a range of RPs: given name, address, 
date of birth, gender, university qualifications and 
residential status.  And imagine that a certain IdP is able 
to vouch for name, address and DOB to a very high level 
of confidence, but has less certainty over the other 
attributes.  This IdP defines a surface for its Subjects in a 
six dimension ‘assertion space’.  
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IDP

RP1

RP1: A bank
A1 Given name 80% A4 Gender 0%

A2 Address 80% A5 Qualifications 0%

A3 DOB 80% A6 Residency 0%

Now consider as a Relying Party a bank wishing to 
identify a new account holder.  The bank has a high 
degree of interest in the new customer’s name, 
address and date of birth, but it doesn’t care about 
gender, residency or qualifications.  The bank’s 
identification requirement also defines a surface, 
shown in green, which is readily compared to the 
Identity Provider.  

The IdP completely covers this RP’s requirement. 

Sequencing identity 

into assertions cont.
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IDP

RP2

RP2: A gaming site
A1 Given name 0% A4 Gender 0%

A2 Address 0% A5 Qualifications 0%

A3 DOB 90% A6 Residency 0%

Now here’s a free gaming site catering for adults, in 
a jurisdiction where they must verify the age of 
players.  This RP has no interest at all in name, 
address or any other attributes but it does need a 
high level of confidence in date of birth.  The RP’s 
surface here is just a single point, and once again the 
IdP completely covers the RP’srequirement. 

Sequencing identity 

into assertions cont.
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RP3

RP1: A hospital employer
A1 Given name 50% A4 Gender 0%

A2 Address 50% A5 Qualifications 90%

A3 DOB 0% A6 Residency 90%

Finally take a hospital that needs to check the bona 
fides of a new doctor being hired.  Under new medical 
credentialing rules designed to address malpractice, 
the hospital is much more concerned with the 
candidate’s residential status and professional 
qualifications than they are in their ‘real’ name and 
address.  And here we see vividly that the IdP is not 
able to cover the RP’s needs. 

And here we are reminded vividly of the fact that 
Relying Parties call the shots in IdM.  No “identity” 
automatically confers rights on a Subject unless the RP 
is satisfied by each and every attribute.  Identification in 
this sense is always carried out by the RP.  And so in a 
very real sense, the Subject’s identity in the RP’s 
context is created by the RP. 

Sequencing identity 

into assertions cont.
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Recombinant ID engineering

Employee Bank customerA memetic and ecological treatment 
of Digital Identity brings several 
fresh possibilities.  It should improve 
the success rate of federation by 
clarifying why identity elements are 
the way they are.  Memetics provides 
a conceptual frame within which 
identities may be sequenced and their 
components more carefully 
reassembled in much the same way 
as recombinant genetic engineering.  The 
ecological theory is explanatory and 
predictive.  For instance, it explains 
why social logon has spread so 
rapidly― literally like weeds―as the 
new online social environment is like 
bare earth, with no established 
dominant species.  And we’ve 
actually seen identity memetics at 
work in the wild: 2FA password fobs 
jumped  from high tech firms in the 
90s to Internet banking in the 00s, in 
much the same way as genes 
sometimes jump between bacteria. 

Proof of  ID Online regn

form
Hand signed 

regn form

Token

Proof  of  ID

Token2nd Factor 2nd Factor

Conclusions

Identities evolve

Ecological frame redoubles context

Identity is in the eye of the RP 

There are no “IdPs”, only APs

We must sequence abstract identities

into concrete assertions

Let’s drop down a level

Yield to the Relyingpartyrati!


