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Agenda 

• The intersection between privacy 
and big data – is the law really so 
far behind? 

 

• How can privacy enforcement staff 
better engage with IT to encourage 
proactive privacy compliance? 
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Impressions, slogans & mixed messages 

• “Privacy is dead” 

• “Privacy is not a technology issue” 
 

• “Privacy is good for business” 

• Quality was good for business 

• Security was good for business 
 

• Privacy “is about control” 

• But increasingly control is moot 
 

• Technology neutrality (or timidity) 

• Focus on anonymity  
(PETs, Tor, encryption, Bitcoin) 

• Category error in the PII “trade” 
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Case studies and Lessons 

• Google Streetview Wi-Fi collection 
→ being public doesn’t negate privacy 
 

• Facebook biometric tag suggestions 
→ indirectly collected PII still protected 
→ Privacy Law has teeth 
 

• Target pregnancy detector 
→ Big Data is an indirect collection 
→ special risks synthesising health info 
 

• DNA “hacking”  
→ if unlawful in EU, unethical in US? 
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Common ground and new messages 

• The Need to Know Principle  

• The Principle of Least Privilege 
“A user of program must be able to access 
only the information and resources 
necessary for its legitimate purpose” 
 

• Privacy is a state, not a thing 

• Privacy is not the same as secrecy 

• Privacy is never perfect 

• Privacy does not require anonymity 
 

• The “genie” is not “out the of bottle”  
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New hybrid approaches to engineer privacy  

• Acknowledge the privacy tensions 

• Treat privacy as an information asset 

• Security = “C.I.A.”; add privacy attributes 

• Extended Security Threat & Risk Analysis 

• Treat identification as a risk 

• Safeguard identifiable information before it’s 
actually identified 
 

• “Privacy Engineering” 

• Beware of over-collecting (e.g. logs, forms) 

• Limit re-use (database schemas, metadata) 

• Beware of unintended consequences  
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Hybrid Privacy Threat & Risk Assessment 
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Big Data and “Big Privacy” 

• We aint seen nuthin yet! 

• Internet of Things  

• The “Quantified Self” 

• Most PII now collected behind our backs 
 

• PII Creation = PII Collection 

• Behaviour profiling = Health PII 

• Can Privacy Policy anticipate Collection? 
 

• Need more than “PbD writ large” 

• Engage individuals in fair deal for PII 

• Dynamic Openness 

• Real innovation beckons 
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Conclusions 

Data Privacy is ...  
 

• Not a thing but a state 

• More about what you don’t do 

• Not much about security  

• Not at all about secrecy 
(few really want anonymity) 

• Never perfect 

• At odds with many IT requirements 

• Reducible in system design 

• Alive and kicking. 
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• Not too late for privacy  
http://lockstep.com.au/blog/2012/10/29/not-too-late-for-privacy  

• The beginning of privacy  
http://lockstep.com.au/blog/2013/02/12/the-beginning-of-privacy  

• “Big Privacy” Rises to the Challenges of Big Data 
 constellationr.com/research/big-privacy-rises-challenges-big-data   

• Facebook suspends photo tag tool in Europe BBC 21 Sep 2012  
http://www.bbc.co.uk/news/technology-19675172   

• DNA hacking, MIT 
http://wi.mit.edu/news/archive/2013/scientists-expose-new-
vulnerabilities-security-personal-genetic-information  

• Harvard Law School Petrie-Flom Centre  
Online Symposium on the Law, Ethics & Science of Re-identification 
blogs.law.harvard.edu/billofhealth/category/re-identification-symposium   
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swilson@lockstep.com.au 
http://lockstep.com.au/about/privacy 

Discussion 


