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Security | ______ Distribute bar codes
Printer

Satisfy
Listing Listing Rules

Rules

Listings

Announcement

To transmit confidential company announcements to a Stock Exchange, listed companies in some countries use special bar codes to
authenticate faxes. The barcodes are manufactured on behalf of the Stock Exchange by a specialist security printer. The printer has no
interest in the content of their printing, and have no liability in the event of misuse of the barcodes. Security printing businesses must
have physical, personnel, technology and process security on a par with Certification Authorities.

Satisfy M
Listing Rules

Announcement

Email

A better secure communications method for company announcements is digitally signed e-mail. In principle, an easy upgrade of the barcode
method is to manufacture special purpose digital certificates (on smartcards). Traditional PKI would involve face-to-face identity proofing of
the subject, but if the listed company and its representatives have met Listing Rules, then it is not necessary to impose additional identity
processes if the certificates are only to be used in the closed application. Following the security printer metaphor, the CA has no liability in
this case for misuse of the certificates. See also www.lockstep.com.au/library/pki/the_securi __ty_printer_model fo
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Third Party Identity Certs

CP/CPS

CA

Complex Z

Subscription

User

Relationship

Traditional PKI requires users to enter into subscription arrangements
with CAs, regardless of their relationship with a service provider. The
CA and the service provider usually have no prior relationship, leading
to enormous complexity.

Relationship Certificates

Member-
ship

User

Relationship

New PKI, based on relationship certificates, recognises the primacy of
the trust relationship between service provider and user. No CA can
introduce “trust” per se.
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Third Party Identity Certs

RA

CA

Cert
Identity
Doc, $$$

—-—-->

User

Relationship

Certificates are traditionally issued after the User presents detailed
(and inconvenient) identity documentation, plus a fee. Prior
relationship with the service provider is likely to be ignored entirely.

Relationship Certificates

Cert

User

If a service provider with a standing relationship with the user sets up
alocal RA, then relationship certificates can be issued automatically.
Not shown is an outsourced CA acting as a ‘security printer’ simply
minting certificates on order from the RA.
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Third Party Identity Certs

Help
Desk

CA

Support (2)

Transact

User

Support (1)

When used in transactions with a service provider, general purpose
identity certificates require complex business logic to determine rights
& entitlements. Two support relationships are also entailed, one with
the application provider and another with the CA.

Relationship Certificates

Transact

User

Support

Relationship certificates can embody all necessary rights &
entitlements information directly, greatly simplifying the business logic
at the application provider. And only one support relationship is
needed.
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